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Key Features

- You can always do more to secure your software — so extend and customize your pfSense firewall
- Build a high availability security system that's fault tolerant — and capable of blocking any threats
- Put the principles of better security into practice — unlock a more stable and reliable firewall

Book Description

pfSense has the same reliability and stability as even the most popular commercial firewall offerings on the
market — but, like the very best open-source software, it doesn't limit you. Y ou're in control — you can exploit
and customize pfSense around your security needs.

If you're familiar with pfSense you probably knew that already. This book builds on any knowledge you may
aready have, and provides you with a clear route to expand your skills and pf Sense's capabilities. You'll
learn how to customize and configure pfSense to construct afirewall that can protect you from any potential
security threats. Find out how to set up a VPN, and build a high-availability system that provides redundancy
and fault tolerance — essential when security and software performance are so interdependent.

With further guidance on how to use a diverse range of third-party packages— all of which will help you
unlock more from pfSense, this book covers everything you need - and more — to get a high-quality, reliable
firewall up and running for afraction of the cost.

What you will learn

- Configure pfSense services such as DHCP, Dynamic DNS, captive portal, DNS, NTP and SNMP

- Set up amanaged switch to work with VLANSs

- Use pfSense to allow, block and deny traffic

- Make use of the traffic shaper to lower and raise the priority of certain types of traffic

- Set up and connect to a VPN tunnel with pfSense

- Incorporate redundancy and high availability by utilizing load balancing and the Common Address
Redundancy Protocol (CARP)

- Explore diagnostic tools in pfSense to solve network problems

About the Author

David Zientara is a software engineer and IT professional living in northern New Jersey. He has 20 years of
experiencein IT and has been an enthusiastic supporter of the free and open source software (FOSS)
community throughout his career, beginning with hisfirst foray into the open source world with Slackware
Linux in 1995.

In the mid-1990s, David became lead software engineer for Oxberry LLC, adigital imaging company
headquartered in New Jersey. In this capacity, he played amajor rolein developing a new software package
for the company's film scanners for Windows while also helping maintain Oxberry's legacy software, which
had been developed for the SGI IRIX platform. He continued in this role for many years and continues to



play a part in software devel opment for Oxberry's corporate successor.

In the mid-2000s, David took an interest in computer networking, an interest that led him to learn about
mOnOwall and, eventually, pfSense, afork of the mOnOwall project. His interest in pfSense prompted him to
create a pf Sense website, http://pfsensesetup.com/, in June 2013.
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From reader reviews:
Jeremy Scott:

The book Mastering pfSense can give more knowledge and also the precise product information about
everything you want. So just why must we leave a good thing like a book Mastering pfSense? Wide variety
you have a different opinion about reserve. But one aim which book can give many factsfor us. It is
absolutely appropriate. Right now, try to closer together with your book. Knowledge or details that you take
for that, you are able to give for each other; you could share al of these. Book Mastering pfSense has smple
shape but the truth is know: it has great and big function for you. Y ou can seem the enormous world by start
and read areserve. So it is very wonderful.

DorisMcNeal:

In this 21st one hundred year, people become competitive in most way. By being competitive now, people
have do something to make these survives, being in the middle of the particular crowded place and notice by
surrounding. One thing that at times many people have underestimated the item for awhileis reading. Y eah,
by reading a reserve your ahility to survive improve then having chance to stand than other is high. For you
personally who want to start reading some sort of book, we give you this kind of Mastering pfSense book as
beginner and daily reading publication. Why, because this book is greater than just a book.

Maria Carlin:

Many people spending their period by playing outside using friends, fun activity with family or just watching
TV the whole day. Y ou can have new activity to invest your whole day by looking at a book. Ugh, do you
think reading a book can really hard because you have to accept the book everywhere? It okay you can have
the e-book, taking everywhere you want in your Smart phone. Like Mastering pf Sense which is keeping the
e-book version. So, try out this book? Let's view.

Jeremy Gable:

Asauniversity student exactly feel bored for you to reading. If their teacher questioned them to go to the
library in order to make summary for some book, they are complained. Just minor students that has reading's
heart or real their pastime. They just do what the professor want, like asked to the library. They go to
presently there but nothing reading seriously. Any students feel that reading is not important, boring and also
can't see colorful pictureson there. Yeah, it isfor being complicated. Book is very important in your case. As
we know that on this period, many ways to get whatever we really wish for. Likewise word says, many ways
to reach Chinese's country. Therefore , this Mastering pfSense can make you feel more interested to read.
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